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NGDS S.A.S., identified with NIT. 901742312, headquartered at Carrera 14 # 98-51 Bogotd, Colombia,
telephone (571) 3203951577, email: talent@ngds.biz, in strict compliance with the provisions of Law 1581
of 2012 and other related regulations and decrees, publicly presents its personal data processing policy,
considering its role as a controller and processor of such information.

This document comprehensively and technically details the scope and purpose of the use of personal data
by NGDS S.A.S., in case the data subject grants their express, prior, and informed authorization.

The present Data Processing Policy, hereinafter "DPP," is mandatory and is communicated by NGDS S.A.S.
to its employees, suppliers, clients, users, and other individuals who provide personal information, to
effectively comply with legal and regulatory obligations related to the protection and proper handling of
third-party personal data.

This policy is mandatory for NGDS S.A.S. as the data controller, as well as for those responsible for data
processing within the institution. Both the controller and processors must safeguard the security of
databases containing personal data and maintain confidentiality regarding their processing.

1. GENERAL INFORMATION
1.1. CONSIDERATIONS
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The National Government, through Law 1581 of 2012, issued the General Regime for the Protection of
Personal Data, determining that every institution must guarantee the full exercise of the right to habeas
data.

As the controller of personal data processing, NGDS S.A.S. ensures that the processing of personal data is
conducted in compliance with this data protection policy, developed in harmony with the regulatory
framework established for this purpose.

1.2. OBJECTIVE

The purpose of creating this DPP is to fully comply with the requirements set forth in Article 17(k) of Law
1581 of 2012, which refers to the adoption of an internal policy and procedures manual to ensure the
proper handling of requests and complaints and the appropriate processing of information in accordance
with the established purposes, as specified in this DPP.

Furthermore, NGDS S.A.S. developed this DPP to ensure the preservation and confidentiality of
information related to data subjects that is subject to special levels of protection or care, in accordance
with Article 15 of the National Constitution, Law 23 of 1981, Decree 1377 of 2013, and Decree 1995 of
1999, following the guidelines of Law 23 of 1981 and other related regulations.

Our data processing policy defines, among other things, the principles that will be followed when
collecting, storing, and using personal data, ensuring responsible handling of personal information and
protecting privacy while guaranteeing the confidentiality of sensitive information as mandated by law.

1.3. APPLICATION

This DPP applies exclusively to the processing of personal data currently held by NGDS S.A.S. and any data
subsequently collected in compliance with legal requirements regarding the collection of third-party
personal data.

This DPP applies to all databases and files containing personal data that are subject to processing by NGDS
S.A.S., acting as either the data controller or processor.

1.4. DEFINITIONS

For a full understanding of this DPP, the following definitions, as included in Article 3 of Law 1581 of 2012
and Regulatory Decree 1377 of 2013, should be considered by both data subjects and NGDS S.A.S.:

e Authorization: The express statement by which a data subject consents to NGDS S.A.S. processing
their data in accordance with the principles and purposes described in this Data Processing Policy.

e Data Subject: The natural person who authorizes the processing of their data.

e Processing: Any operation or set of operations carried out on personal data, including collection,
storage, use, circulation, or deletion.

e Database: An organized set of personal data subject to processing, whether physical or electronic.

e Personal Data: Any information that identifies or, when combined, can identify an individual.
Personal data is classified as public, private, semi-private, and sensitive.
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e Public Personal Data: Data concerning a general interest that is typically found in public
documents, public records, and legally enforceable court rulings that are not subject to
confidentiality. Examples include name, identification number, marital status, profession, or
occupation.

e Private Personal Data: Information that concerns only the data subject and has an intimate and
reserved nature.

e Semi-private Personal Data: Private data that, in certain situations, may be of interest to a specific
group of people, such as financial obligations.

e Sensitive Personal Data: Information that affects privacy and whose misuse could result in
discrimination, including racial or ethnic origin, political orientation, religious or philosophical
beliefs, union membership, social organizations, human rights groups, or any entity promoting
political opposition. It also includes health data, sexual life, and biometric data (e.g., fingerprints,
photographs, DNA).

e Special Data: Data regarding children and adolescents, as well as sensitive data.

e Data Controller: The entity responsible for determining the purpose and means of personal data
processing. NGDS S.A.S. is the controller of its databases, especially those containing information
about its clients, employees, and suppliers.

e Data Processor: The entity that processes personal data on behalf of the controller.

e Transmission: The transfer of personal data within or outside Colombia to be processed by a data
processor on behalf of the controller.

e Transfer: The transmission of personal data by the controller or processor to another controller,
either within Colombia (domestic transfer) or outside the country (international transfer).

1.5. PRINCIPLES OF INFORMATION PROCESSING

The following principles are the basic guidelines to be followed and fully respected by NGDS S.A.S. in the
processing of databases, specifically regarding their storage, use, and processing.

a) Principle of Legality in Data Processing: We will always process your data in compliance with legal
provisions.

b) Principle of Purpose: We will never process your information beyond the purposes established by
law and those authorized by you.

c) Principle of Freedom: We will always request your consent to process your information.
d) Principle of Truthfulness or Quality: The information subject to processing must be truthful,

complete, accurate, up-to-date, verifiable, and comprehensible. The processing of partial,
incomplete, fragmented, or misleading data is strictly prohibited.
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e) Principle of Transparency: You may always request information about your personal data.

f) Principle of Restricted Access and Circulation: Your data may only be processed according to your
authorization, either by individuals directly affiliated with our company or by authorized third
parties. Your personal data, except for public information, will not be available on the Internet or
other mass communication or dissemination platforms, unless access is technically controlled to
provide restricted knowledge only to you or authorized third parties.

g) Principle of Security: Our company ensures that your data is managed with the technical, human,
and administrative measures necessary to secure records, preventing alteration, loss,
consultation, unauthorized or fraudulent use, or access.

h) Principle of Confidentiality: All individuals involved in the processing of your personal data, except
for public information, guarantee the confidentiality of your data, even after their relationship
with any data processing activities has ended.

1.6. DESCRIPTION OF DATA REFERENCING PERSONAL INFORMATION OF DATA SUBJECTS
The personal data of data subjects collected through various services may include, but are not limited to:

a) Full name.

b) Type and number of identification document (civil registry, identity card, national ID card, passport,
foreign ID card, and diplomatic card).

c) Place and date of birth, nationality.

d) Age, gender, marital status, languages spoken, and religious beliefs.

e) Education level, profession, and occupation.

f) Permanent physical address, email address, landline number, mobile phone number, and fax number.
g) Employer, its location, and contact details.

h) Patient’s clinical information, including personal, family, and epidemiological history, diagnostic
support test results, consultations performed, prescribed medications, diagnoses, medical evaluations,
healthcare team assessments, surgical procedures, etc.

i) Contact information of family members, legal representatives, or responsible parties.

j) Personal habits.

k) Your Benefit Plan Administrator (EPS, ARL, Complementary Care Plans, Prepaid Medicine, Health
Insurance Policy, etc.).

I) Use of our services.

m) Personal information obtained during the review of your requests or complaints.

n) Personal information provided through surveys or other institutional instruments.

2. PROCESSING OF PERSONAL DATA

The information provided by the data subject to NGDS S.A.S. is required for the collection, gathering,
storage, use, circulation, deletion, processing, compilation, exchange, updating, and availability of
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personal data, with or without the aid of information technology, within the limits and for the purposes
established in this Policy, including but not limited to:

The proper provision of services offered by NGDS S.A.S.

Contacting the data subject for renewals, product and service offerings, notifications, and
invitations to various benefits or events.

Sending commercial, promotional, and invitation-based communications from NGDS S.A.S. and its
affiliated companies.

Conducting surveys and/or opinion polls on products and content.
Conducting market segmentation, consumption analysis, and preference assessments.
Evaluating the quality of products and services.

Responding to, managing, and monitoring improvement requests, petitions, and suggestions.

Additionally, the purposes vary depending on the relationship the data subjects have with NGDS S.A.S.

Special Purposes for Customer Data Processing:

Information on special campaigns and programs.

Defining demand and analyzing services provided by NGDS S.A.S. and its partners.
Notification of payments generated for NGDS S.A.S.

Data verification for customer service via web applications and other channels.
Efficient communication regarding services provided through different channels.
Conducting satisfaction surveys for services and attention received.

Sending information via email, mobile messages (SMS/MMS), or other digital channels regarding
services, programs, and events.

Special Purposes for Employee Data Processing:

Internal and external publications.

Access authorization for technological platforms of the organization.
Direct contact for required work-related activities.

Notifying of job postings and event invitations.

Informing and managing internal promotion and election processes.
Supporting internal and external audit processes.

Identifying training needs and implementing relevant actions.

Creating and preserving legally required financial records.
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e |ssuing certificates regarding employment relationships.
e Providing employment verification data for credit authorizations.
¢ Internal employee management for various departments.
o Compliance with labor law and occupational health and safety regulations.
e Control and tracking of employer obligations.
e Managing salaries, bonuses, and benefits.
e Fulfilling legal and contractual obligations.
e Presenting reports to regulatory authorities.
e Processing disciplinary actions.
e Contacting family members in case of emergencies.
Special Purposes for Shareholders' Data Processing:
e Enabling the exercise of shareholder rights and obligations.
e Sending invitations to company events and general shareholder communications.
e Issuing certifications related to the shareholder's relationship with the company.
e Other purposes specified in granted authorizations.
Special Purposes for Visitor Data Processing:
e Ensuring controlled access to company premises.
e Enhancing security in monitored environments.

e Maintaining a safe working environment.

3. AUTHORIZATIONS

According to Law 1581 of 2012 and Regulatory Decree 1377 of 2013, NGDS S.A.S. requires the data
subject's prior, express, and informed authorization for the collection, use, and storage of personal data.
However, the company will comply with Article 10 of Decree 1377 regarding data collected before June
27,2013.

When requesting authorization, NGDS S.A.S. will clearly and explicitly inform the data subject of the
following:

e The purpose of data processing.
e The optional nature of responding to sensitive data or data related to minors.

e The data subject's rights.
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Contact details of NGDS S.A.S. as the data controller.

Methods for revoking authorization or requesting data deletion.

Authorization for Sensitive Data Processing:

When permitted, NGDS S.A.S. will ensure the following:

Informing the data subject that providing sensitive data is not mandatory.
Explicitly identifying the sensitive data to be processed and its purpose.

Guaranteeing that no activity is conditioned upon providing sensitive data.

Sensitive data processing will be prohibited unless:

The data subject gives explicit consent.
Itis necessary to protect the data subject's vital interests when physically or legally incapacitated.

Itis processed under legitimate activities by a non-profit organization related to political, religious,
or trade union matters.

It is required for legal claims or for historical, statistical, or scientific purposes.

3.2. AUTHORIZATION FOR THE PROCESSING OF SENSITIVE DATA:

For the required authorization for the processing of sensitive personal data, when such processing
is permitted, NGDS S.A.S. must comply with the following obligations:

a. Inform the data subject that, since these are sensitive data, they are not obliged to authorize
their processing.
b. Inform the data subject explicitly and in advance, in addition to the general requirements for
authorization for the collection of any type of personal data, which of the data subject to
processing are sensitive and the purpose of the processing, as well as obtain their express
consent.

c. No activity may be conditioned on the data subject providing sensitive personal data.

In compliance with the current regulations on Personal Data Protection, the processing of
sensitive data within the Institution is prohibited, except when:

a. The data subject has given their explicit authorization for such processing, exceptin cases where
the law does not require such authorization.
b. The processing is necessary to safeguard the vital interest of the data subject and they are
physically or legally incapacitated. In these events, legal representatives must grant authorization.
c. The processing is carried out in the course of legitimate activities and with the appropriate
guarantees by a foundation, NGO, association, or any other non-profit organization whose
purpose is political, philosophical, religious, or trade union-related, provided that the data refer
exclusively to its members or persons who maintain regular contact due to its purpose. In these
events, the data may not be provided to third parties without the data subject's authorization.
d. The processing refers to data that are necessary for the recognition, exercise, or defense of a
right in a judicial proceeding.
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e. The processing has a historical, statistical, or scientific purpose. In this event, measures must
be adopted to ensure the anonymization of the data subjects.

3.3. MEANS TO OBTAIN AND GRANT AUTHORIZATION:

e NGDS S.A.S., in order to comply with the provisions of Law 1581 of 2012, will obtain the
authorization of the data subjects or those legally entitled to provide it before processing their
personal data, through different mechanisms such as: Authorization form for the collection and
processing of personal data, email, website, data message, Intranet, or any other mechanism
that unequivocally demonstrates that authorization was granted.

3.4. PROOF OF AUTHORIZATION:

e Respecting the rights of data subjects, NGDS S.A.S. will implement all appropriate mechanisms to
allow data subjects access to proof verifying the authorization issued for the processing of their
personal data.

3.5. PRIVACY NOTICE:

e The privacy notice is the physical or electronic document that will be made available to the data
subject, informing them of the existence of the information processing policies applicable to their
personal data, how to access them, and the type of processing that will be carried out.

4. RIGHTS OF DATA SUBIJECTS
RIGHTS OF DATA SUBJECTS:

In accordance with this PTD and the regulatory guidelines that support it, the data subjects whose
information is managed by NGDS S.A.S. have the following rights:

1. To know the information subject to protection.

To update and rectify the information whenever its inaccuracy may lead to an error.

3. To request NGDS S.A.S. to provide proof of authorization for the processing of personal data,
except when it is expressly exempted as a requirement for processing, in accordance with the
provisions of Article 10 of Statutory Law 1581 of 2012.

4. To beinformed by NGDS S.A.S., upon request, about how their personal data has been used.

5. To file complaints before the Superintendence of Industry and Commerce for possible violations
by NGDS S.A.S. of the legal provisions protecting the processing of personal data.

6. Torequestthe revocation of such authorization if the Superintendence of Industry and Commerce
determines that the entity lacks the necessary qualifications for data processing.

7. To request the deletion of their information if they do not wish it to remain in the databases of
NGDS S.A.S..

8. To access their personal data that has been processed, free of charge.

9. To have easy access to the data processing policy.

N
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10. To know the designated person within the entity who is responsible for handling matters related
to the processed information.

4.1. RIGHTS OF CHILDREN AND ADOLESCENTS

When processing personal data, NGDS S.A.S. will ensure respect for the prevailing rights of children and
adolescents. Therefore, the processing of personal data of children and adolescents is prohibited, except
for data of a public nature, authorized by current legal regulations, and when such processing complies

with the following parameters and requirements:

a. That it responds to and respects the best interests of children and adolescents.

b. That it ensures respect for their fundamental rights.
c. That the opinion of the minor is considered according to their level of maturity, which is not directly
related to age but rather to their degree of discernment.

d. That the legal requirements for the processing of personal data are met, including authorization,
purpose, explanation of obligations, and the rights of data subjects.

Once these requirements are met, the legal representative of the child or adolescent will grant
authorization to NGDS S.A.S.

5. DUTIES OF DATA PROCESSING CONTROLLERS
5.1. DUTIES OF DATA PROCESSING CONTROLLERS

At all times, NGDS S.A.S., in its capacity as the controller of the information, acknowledges the importance
of adhering to the policies and protocols aimed at protecting the personal data of data subjects,
recognizing that such data belongs to the individuals to whom it refers, and only they can decide on its
use. Strictly speaking, NGDS S.A.S. will only use personal data for the purposes disclosed to the data
subject and authorized by them, ensuring at all times compliance with the legal provisions concerning the
protection of personal data. Below are the duties of NGDS S.A.S. regarding the processing of information
stored in its databases:

1. Toguarantee the data subject, indefinitely and permanently, the full and effective respect of their
rights related to their personal data.

2. Torequestand retain, under the conditions set forth in the applicable law, a copy of the respective
authorization granted by the data subject.

3. To properly inform the data subject about the purpose of data collection and the rights they have
by virtue of the authorization granted.

4. To retain the information under the necessary security conditions to prevent its alteration, loss,
consultation, unauthorized or fraudulent use or access.

5. Toensure that the information provided to the Data Processor is truthful, complete, accurate, up-
to-date, verifiable, and comprehensible.

6. To update the information, promptly informing the Data Processor of any changes regarding the
data previously provided, and adopting the necessary measures to keep the provided information
up-to-date.
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7. To rectify the information when it is incorrect and inform the Data Processor accordingly.

8. To provide the Data Processor, as applicable, only with data whose processing has been previously
authorized in accordance with the provisions of the applicable law.

9. To require the Data Processor to always respect the security and privacy conditions of the data
subject’s information.

10. To process inquiries and complaints submitted within the terms established by the law regarding
data processing.

11. To adopt an internal manual of policies and procedures to ensure proper compliance with data
processing, especially for handling inquiries and complaints.

12. To inform the Data Processor when certain information is under dispute by the data subject after
a claim has been submitted and the respective process has not yet concluded.

13. To inform the data subject, upon request, about the use of their data.

14. To notify the Superintendence of Industry and Commerce when security code violations occur
and there are risks in the management of data subjects’ information.

15. To strictly comply with Law 1581 of 2012, the decrees regulating it, and all requirements made by
the Superintendence of Industry and Commerce.

6. PROCEDURES FOR INQUIRIES AND COMPLAINTS

The methodology for inquiries regarding personal data and the handling of complaints submitted by data
subjects under the responsibility of NGDS S.A.S. is defined below.

6.1. PROCEDURE:

Data subjects have procedures in place to protect their personal data concerning the processing carried
out by NGDS S.A.S. The person or department responsible for handling requests, inquiries, and complaints
through which the data subject may exercise their rights to access, update, rectify, delete data, and revoke
authorization is the Talent Management Department of NGDS S.A.S. The communication channel
established by NGDS S.A.S. for these procedures is the email talent@ngds.biz

6.2. Data subjects of NGDS S.A.S. may access and review their personal information through the following
channel: talent@ngds.biz, supervised by the HR department.

Before granting access to such information, NGDS S.A.S. will verify the user's identity by requesting
confirmation of certain personal data stored in its database. Once the identity of the data subject has
been verified, all information related to their personal data will be provided, and any related procedures
may be carried out.

If the data subject requires an additional inquiry or requests that the information contained in the NGDS
S.A.S. database be updated, rectified, modified, or deleted, or if they believe there has been a possible
breach of data protection regulations, they may submit an inquiry/complaint through the designated
channels.

The inquiry/complaint submitted by a data subject must always be made in writing and must include at
least the following:
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Full identification (name, notification address, identification document).
Description of the facts giving rise to the inquiry/complaint.

Supporting documents for the facts.

The preferred means for receiving the response to their inquiry/complaint.

Ll N

6.3. The inquiry will be addressed within a maximum period of ten (10) business days from the date it is
received by NGDS S.A.S. when submitted through a physical medium or via email at talent@ngds.biz when
submitted electronically. If it is not possible to address the inquiry within this period, the interested party
will be informed of the reasons for the delay and the date on which their inquiry will be answered, which
in no case may exceed five (5) additional business days after the initial deadline.

Paragraph: The provisions contained in special laws or regulations issued by the National Government
may establish shorter deadlines, depending on the nature of the personal data.

1. Inquiries:

Data subjects or their successors may consult the personal information of the data subject stored in any
database, whether public or private. The Data Controller or Data Processor must provide all the
information contained in the individual record or linked to the identification of the data subject.

The inquiry must be submitted through the channel designated by the Data Controller or Data Processor,
provided that proof of submission can be maintained. In the case of NGDS S.A.S., the designated channel
for inquiries is the email talent@ngds.biz

The inquiry will be addressed within a maximum period of ten (10) business days from the date it is
received. Ifitis not possible to address the inquiry within this period, the interested party will be informed
of the reasons for the delay and the date on which their inquiry will be answered, which in no case may
exceed five (5) additional business days after the initial deadline.

Paragraph: The provisions contained in special laws or regulations issued by the National Government
may establish shorter deadlines, depending on the nature of the personal data.

2. Complaints:

The data subject or their successors who believe that the information contained in a database should be
corrected, updated, or deleted, or who notice a potential breach of any obligations under this law, may
submit a complaint to the Data Controller or Data Processor, which will be processed under the following
rules:

2.1. The complaint must be submitted through a request addressed to the Data Controller, including the
identification of the data subject, a description of the facts leading to the complaint, the notification
address, and the supporting documents. If the complaint is incomplete, the interested party will be asked
to provide the missing information within five (5) business days from the date of receipt. If two (2) months
pass without the requested information being provided, the complaint will be considered withdrawn.
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If the person receiving the complaint is not competent to resolve it or is not the appropriate contact, it
will be forwarded to the relevant party within a maximum of two (2) business days, and the interested
party will be notified.

2.2. Once the complete complaint is received, a notice stating "complaint in process" and its reason will
be included in the database within two (2) business days. This notice must remain until the complaint is
resolved.

2.3. The maximum period for resolving the complaint is fifteen (15) business days from the day after it is
received. If it is not possible to resolve the complaint within this period, the interested party will be
informed of the reasons for the delay and the date on which it will be addressed, which in no case may
exceed eight (8) additional business days after the initial deadline.

Note: The subject line of the request must indicate that it concerns personal data and specify whether it
pertains to a patient, employee, pensioner, student, applicant, contractor, supplier, or general user.

6.2. REQUEST FOR UPDATING AND/OR RECTIFICATION:

NGDS S.A.S. will rectify and update, upon the data subject's request, any inaccurate or incomplete
information, in accordance with the procedures and timeframes outlined above. The data subject must
submit their request through the channels established by the company, indicating the requested update
or rectification and providing the necessary supporting documents.

6.3. REVOCATION OF AUTHORIZATION AND/OR DATA DELETION:

The data subject may revoke their consent or authorization for the processing of their personal data at
any time, provided there is no legal or contractual impediment preventing it.

The data subject also has the right to request the deletion or removal of their personal data from NGDS
S.A.S. at any time when:

a. They believe their data is not being processed in accordance with the applicable principles, duties, and
obligations established in the current regulations.
b. The data is no longer necessary or relevant for the purpose for which it was collected.
c. The required time period for fulfilling the purposes for which the data was obtained has expired.

Such deletion implies the partial or complete removal of personal information from the records, files,
databases, or processing systems of NGDS S.A.S., as requested by the data subject.

However, the right to cancellation is not absolute, and NGDS S.A.S. may deny a revocation request or data
deletion in the following cases:

a. The data subject has a legal or contractual obligation to remain in the database.
b. The deletion of data would obstruct judicial or administrative proceedings related to tax obligations,
crime investigations, or enforcement of administrative sanctions.
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c. The data is necessary to protect the legally recognized interests of the data subject, perform an action
in the public interest, or comply with a legal obligation acquired by the data subject.

6.4. PREREQUISITE FOR COMPLAINTS:

The data subject, their successors, representative, or legal proxy, or any person determined by a
stipulation in favor of another, may only file a complaint before the Superintendence of Industry and
Commerce regarding the exercise of their rights after exhausting the consultation or complaint procedure
directly with the company.

7. VALIDITY AND MODIFICATIONS TO THE DATA PROCESSING POLICY
7.1. MODIFICATION OF POLICIES:

NGDS S.A.S. reserves the right to modify the Personal Data Processing and Protection Policy at any time.
However, any modification will be timely communicated to the data subjects through the usual contact
channels, with at least ten (10) business days prior notice before its entry into force.

If a data subject does not agree with the new General or Special Policy and has valid reasons that
constitute just cause for not continuing with the authorization for data processing, they may request the
company to remove their information through the channels indicated in Chapter 11. However, data
subjects cannot request the removal of their personal data when the company has a legal or contractual
obligation to process the data.

7.2. VALIDITY:

This policy will come into effect upon its publication on the NGDS S.A.S. website. The databases of NGDS
S.A.S. will be retained for the time necessary to ensure compliance with its corporate purpose, as required
by law and other regulations regarding document retention.

7.3. CHANGES IN THE DATA PROCESSING POLICY:
Any substantial change in the data processing policies will be timely communicated to the data subjects
stored in our databases through mass communication sent to the email addresses provided to our

company.

This PTD is approved on the twenty-third (23rd) day of April 2024 and is signed by its legal representative.



